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Partnership

ÅISA

ÅDSTL

ÅCPNI

ÅGovt departments

ÅOffice of Cyber 

Security

ÅInternational     
Relations

ÅIndustry

ÅAcademia

Internal Enablers

ÅStrategic Relationship 

Management & 

Marketing Improvement

ÅRunning the Business

ÅInternal Change:

- size (growth)

- depth (upskilling)

- strength (culture 

change, leadership 

development, structure)

GCHQ Information Assurance Strategy 2009-2014

Improved HMG Information Risk Management 
Tools and processes for identifying, assessing, managing and monitoring risk

Improved Network Monitoring & Improved 

Network Defence
GCHQ contributes to National Cyber Security Strategy and 

improved Situational Awareness

A viable, vibrant IA industry in the UK 
Govt and industry collaboration

Better  

Information 

Risk 

Management 

for the UK
Improved IA Solutions ïat pace

Aggregating and meeting Govt requirements, delivery of 

Technical Capability and evaluating solutions

Draft Vsn 1.0

6 Oct 09

ñEffective government and a safe society in the Internet Ageò

Improved Design of IA into major 

HMG ICT Programmes
Early and through life engagement to major HMG  ICT 

programmes

Enduring World Class Expertise in all aspects of IA
As the National Technical Authority for IA, we are recognised for our 

integrity, independence and excellence in all aspects of IA

Professionalisation of

Decision makers, advisors and implementers
Education and training across govt and its suppliers
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NTA óSeniorô
Other 

Professions
UsersSpecialist IA Roles

Defining the scope

Software 

Evaluator

Awareness of their 

role in managing 

risks to system

System

AdministratorsCertifier
Accreditor

Crypto Engineer SIRO
ITSO

DSO

Procurement 

Officer

Project

Manager
System

EngineerIA Auditor

Knowledge 

and skills in 

Specific

areas

Broad understanding

of electronic

information risk 

management

Broad understanding

of  information 

risk management

Broad understanding 

of risk management

IAO  SRO Users

Understanding of 

requirements for 

IA expertise

HR

Health Check TL

NED

CIO

CTO

Deep 

Specialist

Knowledge

IA 

Architect
NTA

SME
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óIA ArchitectôóRisk Managerô

óAccreditorô

óRisk 

Management

Advisorô

óCheck Team

Leaderô
óIA Reviewer/

Auditorô

óIT Security

Officerô
óCrypto

Engineerô

óForensics

Analystô

Clearly defined and agreed IA roles
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