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A little about me ...
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rafael.dominguez-vega[at]mwrinfosecurity[dot]com

http://labs.mwrinfosecurity.com



Main Objectives

ÅAttacks & Impact

ÅBug Discovery

ÅDriver Exploitation
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What this talk will cover

ÅUSB for fun and profit

ÅFuzzing Techniques

ÅCrash Debugging

ÅExploitation

ÅHardware Implementation

ÅA few demos here and there....
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Once upon a time ...
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USB Attacks

ÅAutoRun (Conficker...)

ÅMislaid or Planted Devices

ÅDriver Bugs
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USB Attacks (cont.)

ÅAutoRun Disabled

ÅEncrypted USB Pen Drives

ÅUSB Bus Disabled

7



How Pwnies at home became óResearchô...

ÅThere was a óproblemô target (a client)

ÅHardware/Software Testing

ÅNew Feature ïUSB port implemented

8



USB Driver Testing

ÅBlack Box Testing

ÅWhite Box Testing
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And of course... Beer Based Testing!
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USB Technical Background

ÅUSB Communication

ÅEnumeration

ÅDescriptors

ÅOther óprotocolsô
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Enumeration

ÅDevice Identification

ÅAutomatic

ÅDescriptors Sent
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Descriptors

ÅDevice Descriptor

ÅConfiguration Descriptor

ÅInterface Descriptor

ÅEndpoint Descriptor

ÅString Descriptor13



Device Descriptor
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const USB_DEVICE_DESCRIPTOR DeviceDescriptor = {

sizeof(USB_DEVICE_DESCRIPTOR), /* bLength */

TYPE_DEVICE_DESCRIPTOR,        /* bDescriptorType */

0x0110,                        /* bcdUSB USB Version 1.1 */

0,                             /* bDeviceClass */

0,                             /* bDeviceSubclass */

0,                             /* bDeviceProtocol */

8,                             /* bMaxPacketSize 8 Bytes */

0xBEEF,                        /* idVendor */

0x1337,                        /* idProduct */

0x0000,                        /* bcdDevice */

1,                             /* iManufacturer String Index */

0,                             /* iProduct String Index */

0,                             /* iSerialNumber String Index */

1                              /* bNumberConfigurations */

};

Refer. Microchip Technology Inc. Low Pin Count USB Development Kit Userôs Guide



String Descriptor
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//Manufacturer string descriptor

ROM struct{BYTE bLength;BYTE bDscType;WORD string[12];}

sd002={sizeof(sd002),USB_DESCRIPTOR_STRING,

{

'M','A','N','U','F','A','C','T','U','R','E','R'

}};

//Product string descriptor

ROM struct{BYTE bLength;BYTE bDscType;WORD string[7];}

sd003={sizeof(sd003),USB_DESCRIPTOR_STRING,

{

'P','R','O','D','U','C','T'

}};

Refer. Microchip Technology Inc. Low Pin Count USB Development Kit Userôs Guide



USB Driver Fuzzing

ÅóRealô hardware (Expensive)

ÅVirtualised (QEMU)

ÅUSB over IP (WCPGW)

ÅHardware Fuzzer (Itôs cool :-P)
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QEMU Testing

ÅOpen Source

ÅMachine Emulator & Virtualiser

ÅUSB Emulation
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QEMU Testing (cont.)
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QEMU Testing (cont. II)

ÅAdvantages

ÅQuick Start Up

ÅLow Resources

ÅóOopsô doesnôt trash hardware.

ÅDisadvantages

ÅFuzzing Engine

ÅRe-compile
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USB over IP Fuzzing

ÅUSB/IP

ÅEncapsulate USB packets

ÅIP Headers
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USB over IP Fuzzing (cont.)
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USB over IP Fuzzing (cont. II)

ÅAdvantages

ÅFuzzing Engine

ÅDisadvantages

ÅReliance on the software
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Hardware Fuzzer

ÅMore Reliable

ÅMuch cooler!

ÅDirectly Fuzzing using Hardware

ÅMan-in-the-middle

ÅLonger Term Project
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Linux USB Driver Bug
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Linux USB Driver Bug (cont.)

Åauerswald.c

Åauerswald_probe function

ÅBuffer Overflow

ÅEnumeration Phase

ÅString Descriptor26



Linux USB Driver Bug (cont. II)
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/* Try to get a suitable textual description of the device */

/* Device name:*/

ret = usb_string( cp - >usbdev, AUSI_DEVICE, cp - >dev_desc, AUSI_DLEN - 1);

if (ret >= 0) {

u += ret;

/* Append Serial Number */

memcpy(&cp - >dev_desc[u], ñ,Ser# ñ, 6);

u += 6;

ret = usb_string( cp - >usbdev, AUSI_SERIALNR, &cp - >dev_desc[u], AUSI_DLEN - u- 1);

if (ret >= 0) {

u += ret;

/* Append subscriber number */

memcpy(&cp - >dev_desc[u], ñ, ñ, 2);

u += 2;

ret = usb_string( cp - >usbdev, AUSI_MSN, &cp - >dev_desc[u], AUSI_DLEN - u- 1);

if (ret >= 0) {

u += ret;

}

}



Linux USB Driver Bug (cont. III)

ÅElement of Device Structure

Åusb_string function

ÅOverwrite other elements of structure
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Kernel Crash Demo
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Crash Analysis

ÅGDB

ÅCrash Utility

ÅKGDB
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KGDB (cont.)
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Hardware Implementation

ÅPIC18 Family Microcontroller

ÅMalicious Auerswald Device

ÅFlash Microcontroller with Shellcode

ÅExploit Driver Bug
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PIC18F14K50
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Crash Analysis & Exploit - Demo
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