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CRESTCon UK

CREST has continued to monitor the situation with
COVID-19 and has taken the decision to postpone
CRESTCon again. When we first moved the date from
March 2020 to January 2021, we optimistically thought
that it would be safe to run by then. Sadly, though we are
going to have to move the event to 29 June 2021.

CREST Events CREST Workshops

Looking on the bright side, this does mean that there

is more chance of good weather and so we can have a
garden party in the beautiful botanical gardens at the
Royal College of Physicians. We are all very much looking
forward to having the opportunity to meet up with as
many as you as possible again when it is safe to do so.

A thank you to the CREST Community

As always, for CRESTCon and for all of the in-person
events that we have had to postpone or cancel over the
last eight months during the pandemic, we would like
to thank everyone in the CREST community for being so
understanding. Every decision has been taken primarily
with the health and welfare in mind of everyone who
attends and of everyone involved in running the event.
Also, we want to make sure that we can deliver the very
best in-person events when we are able to run them.

Examination update

UK

CREST Practical examinations on hold in November
in UK

Due to the vote in the UK Parliament to go into lockdown

in England from 5 November until 2 December, CREST took

the decision to cancel all of its practical exams in

the country during this time. This includes any exams

due to take place at the examination centre in Slough and
in hotels.

This decision was taken to ensure compliance with
legislation both in terms of running exams on site in
Slough and in hotels, as well as unnecessary travel for
candidates.

We appreciate this is a concerning time and anyone with
an examination that was due to have taken place in
November has already been contacted.

If you have any questions, then please email
exambookings@crest-approved.org

>>
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Currently lockdown ends on 2 December, so examinations
can resume after that date. We do hope you appreciate this
is an evolving situation and out of our control, but we will
keep monitoring and will let you know if anything changes.

Prior to the country going into the second lockdown
however, we are pleased to report that examinations had
been run successfully in hotels in Cheltenham and Milton
Keynes, with capability also ready for Manchester and
Edinburgh. The new COVID-19 safe layout and procedures
in the Slough examination centre are also working well.

For more information and to make a booking please
contact exambookings@crest-approved.org

United States of America
The CREST Examination Centre in New York has been
closed due to Covid-19.

Australia
The CREST Examination Centres in Melbourne and Sydney
have been closed due to Covid-19.

Hong Kong and Singapore
The CREST Examination Centres in Hong Kong and
Singapore have been closed due to Covid-19.

Pearson Vue Centres

Examinations are running in many Pearson Vue
Examination Centres in accordance with local government
guidelines. Up to date information for each country

is available here: https://home.pearsonvue.com/
coronavirus-update

Certification extensions

Any certifications due to expire between 18 March
2020 and until 31 December 2020 will be extended
by six months. This aligns with the NCSC policy for UK
government CHECK status qualifications and includes
certifications associated with other governing bodies’
regulatory schemes.

This extension covers all CREST examinations and includes
those taken at Pearson Vue Centres, which may be either
complete examinations valid for three years or written
components of practical examinations that are only valid
for one year.

OSCP Extension for CRT equivalencies

Due to the global Coronavirus (COVID-19) outbreak,
CREST will accept any OSCP certification obtained
between 18 March 2017 and 31 December 2017 until

1 April 2021 for the purposes of CRT equivalency. This
extension should allow candidates to book and sit the
CPSA exam at Pearson Vue Centres around the globe
which may have been closed for a period of time during
the pandemic.

Equivalency webinar

Thank you to everyone who attended the Certification
Equivalency Recognition Programmes webinar with
Adriana Costa McFadden on 13 October. It was great
to have so many good questions. For those of you
who couldn’t make it, there is a recording available
on the CREST YouTube channel: https://youtu.be/
DdhIGn6ZxtA

CREST signs Memorandum of
Understanding with CMMC Center of
Excellence

CREST and the Cybersecurity Maturity Model Certification
Center of Excellence (CMMC COE), hosted by the
Information Technology Acquisition Advisory Council (IT-
AAC), have announced a Memorandum of Understanding.

This partnership will extend efforts to advance the goals
and objectives for improving the cyber and supply chain
security and resilience of the US Department of Defense
(DoD) global Defense Industrial Base (DIB) network of
contractors, suppliers, and vendors through an evaluation
process intended to validate the capabilities, experience,
and integrity of CMMC COE provider partners.

The executed MOU establishes a cooperative
agreement between CREST International and the
CMMC COE, in coordination with the CMMC COE EU
(http://cmmc-eu.com), to partner in the furthering
of their respective and complementary missions and
objectives regarding the adoption, use and expansion
of CMMC based cybersecurity practices for the DIB
contractor community and the information and
communications technology community creating a
broader CMMC ecosystem to improve security and
resilience across the global defense industrial base.

“This is a momentous occasion for us”, said Mr. John
Weiler, Chairman of the Board at CMMC Center

of Excellence, "Our global expansion will further help
advance the goals and objectives for improving the supply
chain security and resilience of the US Department of
Defense (DoD) beyond North America.”

“This new partnership between CREST and CMMC COE
will play an important role in strengthening the resilience
and protection of vital critical national infrastructure
through structured testing to validate security defenses
and controls, carried out by highly-qualified and certified
professionals,” said Tom Brennan, Chairman of CREST
USA. “It is vital that the buying communities in both the
public and private sectors have the confidence and trust
that their employees, contractors or suppliers have the
highest levels of knowledge, skill and competence.”


http://cmmc-eu.com
https://home.pearsonvue.com/coronavirus-update
https://home.pearsonvue.com/coronavirus-update
https://youtu.be/DdhIGn6ZxtA
https://youtu.be/DdhIGn6ZxtA
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The CMMC-COE (www.cmmc-coe.org) and the CMMC
COE EU (https://cmmceu.com/) will continue to focus on
bringing together the many disparate cyber and national
security communities of interest to reduce complexity,
improve awareness, and accelerate industry effort to
become more cyber resilient against the growing threats
from nation states and criminal enterprises.

The CMMC-COE partner network will be sharing a
wide range of capabilities from member organisations,
including; cyber standards frameworks, education,
solution architectures, cyber mentoring, workforce and
other elements needed to scale to the demands of the
entire DIB market place in the US and abroad (400,000
contractors).

The UK Cyber Security Council
Formation Project Thought Leadership
CTI Workshops

CREST is supporting a series of thought leadership
workshops focused on CTI that are being run by the UK
Cyber Security Council Formation Project. The first of
the workshops ran on 20 October, with over 30 senior
industry participants.

The overriding aim for the CTI workshops is to define
how CTI can become more consistent and, ultimately,
how the quality can be improved and more consistently
applied by any organisation or individual that wants to
use it. The next in the series of workshops is due to take
place on Tuesday 8 December — participants need to
have knowledge of the CTl industry to contribute to the
discussions.

CREST on Slack

CREST’s Slack workspace has several channels

for members dedicated to its focus groups.

If you are interested in joining any of the

following channels your company is an accredited
member in the appropriate discipline, then please email
allie.andrews@crest-approved.org for access.

CSIR Focus Group
Penetration Testing Focus Group

CTIPs (CREST Threat Intelligence Professionals)
Group

STAR Penetration Testing Focus Group

Please also read the acceptable use policy before joining
- slack-channel-acceptable-use-policy-v2.pdf - There
is nothing too complicated in there; it can mainly be
summed up as be nice to each other! Please sign up with
your company email and no nicknames.

Diversity & Inclusion in Cyber Security
Working Group

A consistent recommendation at all the different Diversity
& Inclusion workshops that CREST has run has been that
we need to set up a working group. It has been decided
that this will be a single working group looking at all areas
of diversity and inclusion rather than separate ones for the
different report areas.

This group will help to ensure, where possible, that the
actions from the set of CREST diversity and inclusion
reports is carried out. It will also examine further research
from the Access to Cyber Security Day workshops and
recommend to the CREST Executive what actions should
be taken forward. The group will also be involved in

the Access to Cyber Security Day planning in terms of
providing ideas and direction.

The first meeting of this group will take place shortly. It is
anticipated that the group will have monthly calls initially.

Call for papers: Incident Response - A
Day of Webinars — 26 November

CREST is looking to bring together experts in the field of
incident response to deliver presentations and take part in
panel discussions on 26 November for a day of webinars.
We are therefore looking for submission of interesting
and topical presentations from our CSIR members. These
should be either 30mins or 45mins long. Each webinar
can be tailored to a presentation and Q&A session. We
are also open to suggestions for panel discussions and can
work with you to put these together.

Please submit a synopsis of your topic and speaker details
to marketing@crest-approved.org by 16 November
2020 and we will let you know by 19 November 2020 at
the latest whether your proposal has been accepted. You
can also email us at the same address for any questions or
gueries you might have.


https://www.crest-approved.org/crest-slack-channel-acceptable-use-policy-v2.pdf
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Day in the life videos

A big thank you to everyone who has filmed remotely with
us during the pandemic. We thought it was going to be
difficult to gather new ‘Day in the Life’ films when we were
not running physical events. However, thanks to the work
of the focus groups, Zoom/gotowebinar, headphones and
Rachel from PRPR’s interviewing skills we have added some
great new footage.

Here are a few of the latest examples:
Chris Oakley, VP Technical Services — North America,
Nettitude - https://youtu.be/YW6p-gqcFxg

Rob McElvanney, Associate Director, Deloitte —
https://youtu.be/rHzKMQo8tal

David Cannings, Director, PwC UK —
https://youtu.be/3TFE4786DI8

If you are interested in being filmed for the CREST YouTube
channel and encouraging people into Cyber Security
careers then contact rachel@prpr.co.uk to set it up.

Meet the CREST Australia Advisory
Board

A video of the ‘Meet the CREST Australia Advisory Board'
panel session is now available on YouTube. You can view
it here: https://youtu.be/5hFL9RefFJo

A big thank you to the members of the panel and all the
attendees for this fun and informative session.

CREST Webinars

A day of CREST Intelligence-led Penetration Testing
Webinars - 12 November, 08:00 - 16:45 GMT

CREST is holding a day of Intelligence-led Penetration
Testing Webinars on 12 November from 08:00am GMT.
There is a mix of presentations, a panel session and CREST
updates focused on Intelligence-led Penetration Testing.
You can attend one or as many as you like during the day.

Simply sign up for the event using the Eventbrite link
below and you will be able to access the event page and
sign up for the webinars on ‘GoToWebinar'.

There will be opportunities on most of these
webinars to ask questions via the question panel
or you can send any questions in advance to
marketing@crest-approved.org

Here is the Eventbrite link:
https://crestilpt.eventbrite.co.uk

The agenda is below. If you prefer not to sign up for

the whole day and then select your webinars, we have
included the individual ‘GoToWebinar' links for you to use
below so you can just register for those:

Agenda 12th November
08:00 - 08:30 Nijushio — A Year Targeting Nippon

Presenters:
Alistair Greaves & Andy Gill — Pen Test Partners

Andy and Alistair have spent the good part of a year on
Intelligence-led Red Team engagements against some of
the biggest organisations in Japan. They will cover some of
their major successes and failures including topics such as:

¢ Intelligence-led phishing and utilising smishing as
entry vectors;

e The importance of Penetration Testing proficiency in
particular build reviews when conducting Red Teams
in foreign languages.

e The difficulties of Red Teaming in foreign languages
and how to overcome those challenges;

e What happens when the Red Team goes Blue. Red
Team-led Threat Hunting.

Register here: https://attendee.gotowebinar.com/
register/6940636774594394384

09:00 - 09:45 The importance of Intelligence-Led
Penetration Testing frameworks

Panellists:

Rob Dartnall — Security Alliance; Neil Fowler Wright -
Hitachi Rail Europe; Tracey Jones — Bank of England;
Pete Cooper — Cabinet Office; Simon Clow — Context
Information Security

A panel of experts including government and regulators
will discuss the importance of intelligence-led penetration
testing frameworks for the assurance of critical functions
that may be subject to sophisticated and persistent attacks.
Register here: https://attendee.gotowebinar.com/
register/3918652155397646095

10:00 -10:30 An update on CREST & Intelligence-Led
Penetration Testing Globally

Presenter:
lan Glover — CREST President

lan Glover will give an update on current CREST projects
and what is happening on the global stage.

Register here: https://attendee.gotowebinar.com/
register/9023806688952361999

>>


https://attendee.gotowebinar.com/register/6940636774594394384
https://attendee.gotowebinar.com/register/3918652155397646095
https://attendee.gotowebinar.com/register/9023806688952361999
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10:30 - 11:00 Break

11:00 - 11:45 DynamicWrapperEx — Registration-Free
In-Process COM Automation Server

Presenter:
Paul Laine — Context Information Security

Anyone that has ever been working with Windows systems
must have heard of Component Object Model (COM), and
most of the time in bad terms. Additionally, despite being a
revolutionary specification when it appeared in 1995, there
is still a large veil of mystery around it.

In 1998, Jeff Strong released a blog post named “An
Automation Object for Dynamic DLL Calls” to showcase
an OLE Automation server written in C++. This
component would allow dynamic invocation of methods
within dynamic-link libraries (DLL) from Windows Script
Host, such as JSCript and VBScript. Later in 2008,

Yuri Popov (lOpwui MonoB.) released a tool named
DynamicWrapperX inspired by Jeff's work. Yuri wrote the
tool in GoAsm assembly but never provided the source
code.

Over the years multiple threat actors, malware and
subsequently persons working on simulated attack
operations used DynamicWrapperX for first stage malware
delivery. To name a few:

e zerosumOx0's Koadic C3 COM Command & Control -
JScript RAT

e RAA JCcript ransomware and stealer

e  HWorm/Houdine VBS Loader

Nowadays, many signatures and rules for Dynamic\WrapperX
exist. The objective of this presentation is to explain how
to develop your own registration-free In-Process COM

Automation server. This will be archived by going through
the following topics:

e A brief history of COM

COM Interface & Component

e COM Automation & Dynamic Methods
e x64 and __stdcall Calling Conventions
e Component Activation via ActCtx

e Shellcode Execution Example

e Limitation, Caveats and Operational Security
Consideration

Register here: https://attendee.gotowebinar.com/
register/1293925485361583887

12:00 - 13:00 Lunch
13:00 - 13:45 Towards Active Reconnaissance

Presenter:
Oliver Fairbank — Orpheus Cyber & CREST Threat
Intelligence Professionals group

Oliver Fairbank from Orpheus will present the current CTIPS
paper regarding the restrictions on Active Reconnaissance as part
on intelligence-led security testing frameworks. The presentation
and subsequent discussion will build upon the Three-Tier
Acquisition Model work led by Andy Flood of Nettitude.

Register here: https://attendee.gotowebinar.com/
register/6667175038747473421

14:00 - 14:45 - Red Teaming Techniques

Presenter:
Aaron Dobie - KPMG

Aaron from KPMG will present on a variety of red team
techniques he has been working on over the past six months.
This has included investigating and producing a DLL hijacking
teams implant, migration of macro guardrails from the endpoint
to block reverse engineering, and some basic hardware hacking.

Register here: https://attendee.gotowebinar.com/
register/5402489276569891855

15:00 — 15:30 An Update on the CREST Cyber Security
Global Ecosystem Project

Presenters:
Samantha Alexander & Nigel Harrison — CREST

Samantha Alexander will provide an update on the project
CREST is doing in eight countries in Africa and Asia (Bangladesh,
Ethiopia, Indonesia, Kenya, Nigeria, Pakistan, Tanzania, Uganda)

Register here: https://attendee.gotowebinar.com/
register/4650870824458323471

15:30 - 16:00 Break
16:00 — 16:45 APT using COVID content for targeted attacks

Presenter:
Jason Smart — PwC & CREST Threat Intelligence
Professionals group

Throughout 2020 the world has been bombarded with
COVID-19 information - from government notifications,
public health warnings, to everyday organisations telling us
their COVID SAFE plans. In all of this information overload,
threat actors with a range of motivations have taken the
opportunity to use COVID and information to conduct
campaigns. This presentation will touch on a few threat
actors that PwC’s Threat Intelligence team have observed
using COVID-19 in lures and infrastructure.

Register here: https://attendee.gotowebinar.com/
register/6482570334979145742


https://attendee.gotowebinar.com/register/6667175038747473421
https://attendee.gotowebinar.com/register/5402489276569891855
https://attendee.gotowebinar.com/register/4650870824458323471
https://attendee.gotowebinar.com/register/6482570334979145742
https://attendee.gotowebinar.com/register/1293925485361583887
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An introduction to CERIS — 24 November, 10:00 -
11:30 GMT

The webinar will cover the following:
e Introduction and aims of CERIS moving forward

e How to become accredited and befits of the
accreditations

For details of how to register contact:
marketing@crest-approved.org

An Introduction to SOC Accreditation —
25 November, 08:00 & 16:00 GMT

In this webinar CREST's Associate Accreditor, Jonathan
Armstrong will provide an introduction on CREST

SOC (Security Operations Centre) Accreditation and
information on the process of becoming a SOC Accredited
Company. There will also be an opportunity to ask him
any question you may have on the accreditation process.

Register here: https://attendee.gotowebinar.com/
rt/5160868296925614604

Learn about CREST Company Accreditation -
1 December, 08:00 - 16:00 GMT

In this webinar CREST's Principal Accreditor, Samantha
Alexander, will provide an update on CREST Accreditations
and information on the process of becoming an
Accredited Company. There will also be an opportunity to
ask her any question you may have on the accreditation
process. Questions can be sent in advance to
marketing@crest-approved.org or you can ask them on
the day via the question panel.

Register here: https://attendee.gotowebinar.com/
rt/1954972765795793676

CREST Workshops

CSIR Focus Group Workshop: Career pathways -
13 November,10:00 — 12:00 GMT

This workshop will look at the CREST Incident Response
Exams in terms of how they currently meet the
requirements for a defined career pathway and for
accredited schemes (CIR, CSIR, etc.). The aim of the
workshop is to discuss what changes may be needed to
better meet these requirements.

The output of the work will be a paper to CREST with
suggestions for where improvements / exam updates can
be made.

To attend please contact marketing@crest-approved.org

Penetration Testing Focus Group Workshop:
Phraseology — 1 December, 10:00 — 12:00 GMT

This workshop will build on some work that the
Penetration Testing Focus Group Committee has started
to look at, for example phraseology in penetration testing
reports.

To attend please contact marketing@crest-approved.org

NCA (National Crime Agency) Workshop:
17 December, 10:00 — 13:00 GMT

This workshop will be inviting CREST members to
participate in helping to updating the CREST NCA Cyber
Crime Report (Identify, Intervene, Inspire).

To attend please contact marketing@crest-approved.org

>>
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Recent New Members

| Organisation |
Blue Frontier IT Ltd

Our dedicated security analysts and architects offer a multitude of cyber security services
that cover the full scope of information security risk.

Whether it be vulnerability assessments to ensure regulatory compliance or full stack
penetration testing to satisfy board directives, the Blue Frontier Security team is
dedicated to providing you with an honest and exacting service that aims to exceed your
expectations.

f t' In addition to vulnerability assessments and full stack penetration tests, we can provide
ron Ier the following services to satisfy your needs:

e Cloud Security Assessments

® Phishing and Spear-Phishing Campaigns

e Web Application Security Assessments

e Physical Security Assessments

e |nternal and External Vulnerability Scanning

® Open Source Intelligence Assessments

e Assessment of Security Policies and Procedures

JT Consultancy & Management Pte Ltd

/ JT Consultancy & Management Pte Ltd offers our Clients services to measure their current
state of information security. We perform reviews, audits, vulnerability assessment, risk
sl assessment, penetration testing, tabletop exercise to benchmark and identify gaps in
regards to their people, process and technology.

VantagePoint

VantagePoint Consulting provides the experts you need to enhance your security posture,
reduce your risk, and facilitate compliance efforts. Our team of consultants are seasoned,
highly certified security and compliance veterans that are committed to customer success
and ensuring that our customers’ security and compliance goals are met or exceeded.
Our services span the spectrum of Information Security and Compliance from security
strategy and governance, to technical testing, and compliance readiness. Our many years
of experience and sole focus on customer success make us a valuable partner for any
company.

DCR Partners Ltd

DCR DCR Partners are a niche technology and risk advisory business helping organisations

o P b obtain an improved return on their investments in technology, cyber and resilience.

FalrCNersS e providea range of services from cyber risk management, transition to cloud services

DIGITAL | CHANGE | RISk gnd technology cost optimisation. We bring practical, risk based commercial insight to
ensure that our clients gain the greatest value.

&» VantagePoint

Q

Veracode

Veracode gives companies a comprehensive view of security defects so they can create

secure software, and ensure the software they are buying or downloading is free of
VE RACO'I)E vulnerabilities. As a result, companies using Veracode are free to boldly innovate, explore,

discover, and change the world. With its combination of automation, integrations,

process, and speed, Veracode helps companies make security a seamless part of the

development process. This allows them to both find and fix security defects so that they
can use software to achieve their missions.

Outpost24 UK Ltd

Outpost24 is a leading cyber assessment company focused on enabling its customers
@ OutpOSt to achieve maximum value from their evolving technology investments. By leveraging

our full stack security insights to reduce attack surface for any architecture, Outpost24

customers continuously improve their security posture with the least effort.
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Recent New Members
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Foregenix Ltd

Foregenix is an Information Security specialist, delivering services and solutions to a global
client base. Headquartered in the UK with regional offices in the United States, Germany,
South Africa, Australia and Uruguay, we specialise in data security, offering services in
information security, digital forensics and incident response, governance, enterprise risk
management, compliance, and assurance to clients. Since its inception Foregenix has
been focused on attracting and developing only the finest and most technically talented
individuals to our Penetration Testing Team. Our analysts have extensive experience each,
exclusive dedication to our organisation and share the highest ethical professional values.
They are members of numerous Open Source Security initiatives and frequently collaborate
with research and development of tools to help organisations improve their security posture.

Nova Systems (Singapore) Pte Ltd

Nova Systems is a global technical consultancy and professional services firm, using
systems engineering as the core discipline to deliver services and solutions to our clients.
Our niche is in providing defence, government and industry clients with world-class
independent expertise and solutions in operational- and safety-critical fields.

For over ten years, Nova's cyber defence teams have been supporting defence forces,
security agencies, governments and industry across the capability lifecycle from requirements
definition, through design acceptance, safety assessments to integrated logistics support.

Our ability to form hybrid teams of highly qualified cyber defence specialists and specialist
domain engineers provide the necessary skills, knowledge and experience to support
organisations from different sectors in achieving their cyber security objectives.

Condition Zebra (M) Sdn Bhd

Condition Zebra has 14 years of experience in the IT security industry. We utilize unique
strategies of combining key technologies with expertise in Information Security and Risk
Management services to help mitigate operational, legal, and financial threats for clients.
We pride ourselves to be the first to introduce - Hands-on training based on assessment
reports in the industry, where, prior to the training, our security engineers will conduct a
security assessment and provide a security analysis report on your digital asset.

EC-Council Global Services Sdn Bhd

EGS is a division of the International Council of E-Commerce Consultants, also known as
EC-Council.

The EC-Council Global Services division houses some of the finest information-security
professionals around the globe.

It is a division that is dedicated to help organizations understand and manage their
cyber-security risk posture effectively. We specialize in developing information security
knowledge, methodologies, and policies pertaining to information security consulting and
managed services. EC-Council’s proprietary Licensed Penetration Testing methodology is
tried, tested, and endorsed by thousands of penetration testers and information security
experts across the globe, many of whom are working for Fortune 500 companies.

We help our clients make informed business decisions in order to apply their resources
to protect their organization. We have over 20 dedicated cyber-security practice areas
informed by the best cybersecurity practitioners, each of whom have dedicated their lives
to defending organizations from cyberattacks.

Triaxiom Security, LLC

Triaxiom Security is an information security firm that specializes in penetration testing and
strategic security consulting. Based out of Charlotte, NC, we're a team of creative and
collaborative individuals dedicated to providing top-of-the-line security services to our
customers of all sizes and across all industries throughout the United States.

Our goal is to build lasting relationships with our customers, helping them to bolster their
organizational security posture. We aim to do that by providing critical information to
your team for you to make datadriven decisions that can optimize your internal resources
and help you navigate the current cybersecurity landscape.
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Recent New Members
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Evvo Labs Pte Ltd

Evvo Labs is a specialist in Information Security Testing Services. Evvo Labs has earned a
reputation for integrity, value and best practices by providing world-class professional
services to clients from various industries, locally, regionally and internationally.
Established back in 2011, Evvo Labs have since become an established name in arena

of professional IT and security service provider in Singapore. Leading corporations,
government agencies and financial institutions turn to us for their information systems
and information security needs.

Our unique understanding of the cyber threat allows us to test for vulnerabilities not just
to indiscriminate attack, but also to the most advanced targeted cyber threats.

Veridian Solutions

At Veridian Solutions, we have a trusted reputation for providing quick and efficient
support to our customers. With a strong network of staff across our offices in Australia
and the UK, businesses consistently choose to work with Veridian Solutions for our
expertise and experience working with complex, integrated environments and delivering
results for our customers.

We understand the critical value of providing world-class integrated customer
engagement and unified communication solutions that offer operational level business
value, business process, and interaction management optimisation to our clients. We
listen to our customers, provide authentic, honest advice based on hard-won experience,
and we do what we say we'll do.

There's no sticker shock, hidden costs, or extra consultants thrown into an engagement
for no good reason. We work hard to please our clients and they stay with us for a long
time as a result.

CTRL Group

CTRL Group are Asia Pacific’'s progressive information experts, protecting businesses from
cyber risk. Our mission is to safeguard our clients’ future by mitigating the financial and
reputational impact of cyber breaches and threats. We empower our clients to achieve

a respectable level of cyber maturity through a tailored cybersecurity roadmap designed
by our cybersecurity specialists. We also work collaboratively with clients by augmenting
their IT and security function to effectively deliver best in class solutions specific to their
business and security needs.

Our core services include Security Operations Centre, Full Suite of Penetration Tests, Data
Risk Assessment, Incident Response and Threat Simulation, Compliance and Policy Uplift,
and Cyber Awareness & Training.

Nellcote Ltd

Nellcote is an experienced technology and security company with significant expertise
across the entire technology landscape from open to closed source solutions. We believe
that the answer to security doesn't live within the latest product or technology but rather,
in the foundations of information security. We believe a fresh pair of eyes can yield a
greater return on investment than buying the latest ‘security silver bullet’.

Nellcote brings more than five decades of expertise across the IT reseller and Cyber
security industry. Our founders have extensive networks of specialists allowing them

to deliver on projects of all sizes from ad-hoc consulting through to major programme
change. The handpicked team’s underneath them are of the highest quality, while
ensuring that cost savings and value for money are always underpinning delivery.

Kyos SA

Kyos aims at making the use of IT as simple, adapted and secure as possible.

To this end, we propose our expertise in the fields of security, networks and information
systems and provide complementary solutions that we have selected.

Established in Geneva since November 2002, Kyos has ensured its development in a self-
financed way and today has a team of about fifty employees.

We are driven by a spirit based on trust, mutual help, transparency and share a passion
for technology. This means that everyone at Kyos is responsible and thus able to decide
what is best for our customers.

The satisfaction of providing services, sharing our know-how and taking up challenges
with our customers enables us to build lasting relationships of trust with them.
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nerpoleon

Netpoleon Solutions Pte Ltd

Netpoleon Group is a Value-Added Distributor (VAD) of Network Security products,
headquartered in Singapore with various full-fledged offices across Southeast Asia region
in Australia, India, Indonesia, Cambodia, Malaysia, Myanmar, Philippines, Thailand and
Vietnam.

Netpoleon began our journey in 2000, and has constantly reinvented ourselves to keep
abreast with the dynamic needs of an evolving IT landscape. In the process, Netpoleon
has established ourselves as a regional player and a leader in the Southeast Asian
Network and Cybersecurity Industry.

Partnering with major leading technology vendors, Netpoleon continue to value-add the
Vendor's offering through pre-and post-sales services, as well as professional advisory
services on Cybersecurity to our channel partners across the region.

In 2017, Macnica Networks Corporation, entered into an equity partnership with
Netpoleon. The equity partnership with Macnica has elevated Netpoleon into the Global
arena where Netpoleon can engage global players in the market with offices in South
East Asia.
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EVENTS Diary:
|Month [Event&Location  |Type  [Date [Year

A Day of Intelligence-
Nov led Penetration testing  Webinar 12 Nov 2020
webinars

CSIR Focus Group

Nov Workshop: Career Workshop 13 Nov 2020
pathways
An introduction to .

Nov CERIS Webinar 24 Nov 2020

Nov An mtrodl_Jctlon t0S0C \vebinar 24 Nov 2020
accreditation

Nov Learn gboyt CREST Webinar 25Nov 2020
accreditation

A day of Incident

. Webinars 26 Nov 2020
Response webinars

Nov

ary

Penetration Testing
Dec Focus Group Workshop: Workshop 1 Dec 2020

Phraseology

Q Dec CTIPs Virtual Drinks Event 10 Dec 2020

Dec NCA prevent Workshop 17 Dec 2020

Feb CRESTCon Singapore Event 1-5Feb 2021

I Mar TIPS Annual Event 3Mar 2021
Conference

s Apr CRESTCon Australia Event 8 Apr 2021

Jun CRESTCon UK Event 29 Jun 2021

m Nov CREST Fellowship Event 14 Nov 2021

(‘ 3, Level 2 | The Porter Building | 1 Brunel Way | Slough | Berkshire | SL11FQ

CREST is a not for profit company registered in the UK, CREST (Int) company number 09805375



