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CREST Certified Tester (CCT) examination – Sample 

Scenario 
This document provides some useful and sample information related to CREST Certified Tester (CCT) 

examination when it comes to the Scenario component. It has been designed to give candidates an 

understanding of the structure of the Scenario component of the CCT examinations. It is not 

intended to replicate the scenario exam component in its entirety. 

Candidates should use this to aid examination preparation, but should not use this as an indication of 

the technical content and capability required. Candidates should refer to the syllabus to understand 

the breadth and depth of the required knowledge and capability. 

The following sections provide a breakdown of the Scenario Structure. 

 

Scenario Overview 
Candidates will be firstly presented with background information about the scenario, their role and 

what is expected from them. 

Example: 

You are a cyber security consultant working for a penetration testing organisation, specialising in 

providing penetration testing and consultancy services to various businesses across the globe.    

You have been contracted by XYZ Inc., a multinational corporation, to undertake a comprehensive 

penetration test of their internal network. XYZ Inc. are a leading manufacturer of cutting-edge home 

appliance devices with a significant focus on protecting their intellectual property. The company 

operates offices in numerous countries around the world, making their internal network a crucial 

asset for their global operations.   

XYZ Inc. are particularly concerned about the security of their intellectual property and the potential 

risks associated with unauthorised access to their proprietary information.   

This is the primary driver behind their reasoning for penetration tests.  

 
Following the scenario overview, candidates will be presented with questions and supporting 
evidence containing relevant information that will enable them to answer each question. 

 

Scoping Phase (26 Marks) 

Example: 

After an initial meeting with XYZ Inc., a scoping questionnaire has been provided as part of the 

standard process. The purpose of the questionnaire is to correctly scope the assessment with the help 

of the client.    

This has been completed by the customer. The key components of the engagement were discussed on 

a scoping call and XYZ Inc. provided their main areas of concern in a spreadsheet.     
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As the lead consultant on the assessment, it is your job to review the scope prior to the assessment 

starting.   

  

Reporting Phase (30 Marks) 

Example: 

A security assessment has recently been completed for XYZ Inc. As the lead consultant, you are now 

tasked with writing or carrying out a quality review on the components that will compose the final 

report. The questions include supplemental information in the form of basic reports and tool output.   

Candidates will then be asked to: 

• Write or QA a Management summary 

• Write or QA a Technical summary 

 

Issue Write up (30 Marks) 

Using a supplied risk ratings table, candidates will be provided with access to raw evidence from the 
assessment. Utilising the evidence provided, candidates are required to write up one of two possible 
issues presented in their respective scenario. 

 
Legal and compliance (4 Marks) 

Based on their local or operating jurisdiction, candidates will need to consider legal, compliance and 
ethical consequences related to the scenario presented.   
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Scenario Example Evidence 
Candidates will be presented with pieces of evidence alongside each question. Some examples of 

what the evidence could look like in the exam are provided below. 

Primary Concerns 

This is an example of a primary concerns table including client’s inputs and relevant information 

regarding risks and priority level. 

 

Scenario Scoping Questionnaire 

This is an example of a Scoping Questionnaire provided by the client and that needs to be reviewed 

by the candidate as part of the QA.  
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Tool Outputs 

Some tool outputs will also be provided to support candidates with the report writing elements of 

the scenario. A few examples are provided below: 

Nessus Output 

 

 

 

MSFConsole SNMP Output 

 


