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CREST EXAMS ARE CHANGING

How to prepare and what you need to know




Welcome - Meet your host and speakers

Andrew Collinson Nick Benson Heigor Freitas Mark Grigg
Head of Chief Executive Senior Product Manager Head of
Marketing & Engagement Officer Cyber Skills & Certifications IT & Change
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Welcome - Meet your host and speakers

lan Lovering Ben Turner Tim Reed
DXC LRQA Nettitude Sentrium
CREST Assessor CREST Assessor CREST Assessor
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Why have we been transforming our

exams?




Why are we transforming?

- So-
7O )
AT ®
Globally scalable Retain ‘badge of Skilled & prepared
honour’ status person can pass
first time
ﬁ’
Up-to-date Cost efficient
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Why is comparison challenging?
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What have we been transforming?




What is the scope?

Penetration testing &
Red teaming

CREST Practitioner Security
Analyst (CP5A)

-~

CREST Registered Penetration
Tester (CRT)

CREST Certified Infrastructure
Tester (CCT INF)

CREST Certified Web
Applications Tester (CCT APP)

CREST Certified Simulated
Attack Speaalist (CCSAS)

CREST Certified Simulated
Attack Manager (CCSAM)

-

Incident response Threat intelligence

CREST Practitioner Threat
Intelligence Analyst (CPTIA)

CREST Practitioner Intrusion
Analyst (CPIA)

CREST Registered Threat

CREST Registered Intrusion _
Intelligence Analyst (CETIA)

Analyst (CRIA)

)

CREST Certified Threat

CREST Certimied Incident Intelligence Manager (CCTIM)

Manager (CCIM)

Includes practical component

CREST



What have we tried?

Over the past few years, CREST has carried out a series of projects and

Investigations to deliver the future of CREST exams

02021
CRSAIn PV
Test Centres
“2020
COVID
Demand to
modernise

02023

02022

CRSA using
PV OnVue

+

Market review
of bespoke
option

New CRT in
PV Test
Centres

Build new
practical
exam
platform

CREST



What iIs the solution?

DELIVERY INNOVATIVE OPEN BOOK DESIGN CONTENT HOSTING &
DEVELOPMENT
Exams hosted by Pearson VUE a
global partner that delivers high-stake
exams
laaS

V Globally scalable infrastructure

Hamas b Upload
—

o |

V Over 1000 test centres V On demand rigs

V In 74 countries

V In person proctoring

V Significant reduction to development
effort to release updated content

ey
“CREST are trailblazing in how they are delivering practical exams” — Pearson Vue Project Team ch/ESBT
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What does it mean for the candidate journey?

Choose Register

3. Understand % Learn and

Certification/ /  the exam // train / T e //
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Our exams in focus




What are the changes to CRT?

EXAM STRUCTURE EXPANDED LOCATIONS IMPROVED EXPERIENCE SYLLABUS & CONTENT
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What are the changes to CCT INF & CCT APP?

EXAM STRUCTURE EXPANDED LOCATIONS IMPROVED EXPERIENCE SYLLABUS & CONTENT

CREST



What are the changes to CCSAS?

EXAM STRUCTURE EXPANDED LOCATIONS IMPROVED EXPERIENCE SYLLABUS & CONTENT
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What are the changes to CCSAM?

EXAM STRUCTURE EXPANDED LOCATIONS IMPROVED EXPERIENCE SYLLABUS & CONTENT
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Cyber workforce professionalisation:

An emerging global priority
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When is it all happening?




Timeline

CCT INF & CCT APP : CCT INF & CCT APP CCSAS & CCSAM
written exam launched : practical exam launch exams
[
Apr 2024 : Jun-Jul 2024 Coming soon
I -

Nov 2023 May 2024 Jun-Jul 2024
New CRT launched CCT INF & CCT APP CRESTDrive
practical exam deployment

bookings open
CCSAM syllabus

CCSAS syllabus

&
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Q&A
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Thank you for joining us today
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