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About me

* Cyber Security Professional with 10
years experience

Worked in Finance, Government, Retalil
Now working in the Healthcare industry

Passionate about helping people understand
cyber security and protect themselves and
loved ones from cyber security threats.
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Nurse Nancy

Experienced nurse. Her job is help patients in an
operating theatre room.

Never thought a cyber attack would happen to her or
her hospital.

4 out of 6 operating theatres had to be shut down.
Revert back to pen and paper.
Unable to access patient data for 3 weeks.

She now understands her responsibility in protecting
the hospital and her patients data.



Current Threat Landscape

Human Risks
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Top Human Risks
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32% of breaches involved Ransomware or Extortion Strong Authentication
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28% of breaches involved Errors Social Networks/
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Figure 3. Select key enumerations in breaches

Verizon DBIR, 2024 SANS Security Awareness Report, 2024



https://www.verizon.com/business/resources/T7f/reports/2024-dbir-data-breach-investigations-report.pdf
https://assets.contentstack.io/v3/assets/blt36c2e63521272fdc/blt18199203e8608f2f/SANS%20Security%20Awareness%20Report%202024.pdf

What is Security Culture?

Security Culture refers to a collective set of shared values, beliefs, and attitudes held
by the employees within an organisation regarding cyber security and its associated
threats.

Indicators of Security Culture

Security Team is viewed as helpful, Security Team is viewed as a
forgiving and approachable. blocker, unfriendly and arrogant.

Uses plain English, transparent Uses technical and confusing
and appear knowledgable. terminology.

ecurity team acts more like an advisor es antagonistic and fear techniques tt
to support. educate staff.




How to create a Strong
Security Culture?

Review Identify top Engage, Measure
current human train the
security risks and and reward effectiveness

culture behaviours




Takeaways

@ Prioritise your people
@ Train with empathy

Building security culture
requires patience and support
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“lust because I'm aware doesn't
mean that | care”

Perry Carpenter



Contact Details
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Daisy Wong
Security Culture and Awareness Lead

daisytcwong@outlook.com

https://www.linkedin.com/in/dai
sywongl127/
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