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About me

• Senior Security Solution Architect –APAC, Splunk a Cisco Company

• Previously worked at –Cisco, Rapid7, McAfee

• Current Specialisation –Threat Detection / Hunting / Intelligence, Security Automation, Machine 

Learning

• Previous experience –Network Security, Blue Teaming, Malware Engineering

• 20+ years of experience in Security

• Certifications –ISC2, Splunk, Cisco, EC-Council, ISO, etc.

• Publications –IEEE, TechRepublic, Enterprise Executive, US Cybersecurity Magazine, Australian 
Security Magazine

• Speaking –AISA CyberCon Melbourne & Canberra, CISO Summit, Splunk .confGo, Cisco Live

• Connect with me –share ideas, collaborate on ongoing projects/research, co-authoring 
opportunities, technical projects



About the project



Problem

Defenders often track adversary 

behaviours atomically, focusing on 

one specific action at a time. This 

makes it harder to understand 

adversary attacks and to build 

effective defences against those 

attacks



Example - Cryptojacking



Atomic attacks & mitigation

Account Discovery
Permission Groups 

Discovery Script

Dump Windows 
Passwords with 
Undetectable 

Mimikatz

Scrape Process 
Memory for 
Patterns and 

Exfiltrate

Persistence 
Through WMI

Persistence 
Through Registry 
Run and RunOnce

Keys

New Service

index=windows OR index= wineventlog sourcetype =wineventlog
| dedup EventCode
|rex field= EventCodeDescription (?< account_desc >account) 
|where EventCodeDescription NOT null AND account_desc NOT null 
|table _time dest_nt_domain dest_nt_host src_user EventCode
EventCodeDescription
|rename dest_nt_domain AS Domain dest_nt_host AS Host src_user AS User

`sysmon` EventCode=10 TargetImage =* lsass.exe ( GrantedAccess =0x1010 OR GrantedAccess =0x1410) 
| stats count min(_time) as firstTime max(_time) as lastTime by CallTrace EventID GrantedAccess Guid
Opcode ProcessID SecurityID SourceImage SourceProcessGUID SourceProcessId TargetImage TargetProcessGUID
TargetProcessId UserID dest granted_access parent_process_exec parent_process_guid parent_process_id
parent_process_name parent_process_path process_exec process_guid process_id process_name process_path
signature signature_id user_id vendor_product
| ` security_content_ctime ( firstTime )` 
| ` security_content_ctime ( lastTime )` 
| ` detect_credential_dumping_through_lsass_access_filter `



Realism – Why Attack Flows are important

A single block IS NOT a stopped attack

Attackers persist and try to find other avenues of attack



Alert Fatigue

Too many alerts = alert fatigue

Too many alerts = too much information to parse through

Alert fatigue = relevant information gets ignored



Describing/Mapping adversary behaviour 

Atomic Behaviours

T1105: 

Ingress Tool 

Transfer

T1059.001: 
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Obfuscated 

Files T1003.001: 

LSASS 

Memory



Describing/Mapping adversary behaviour 
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Solution

Create a language, and associated 

tooling, to describe flows of 

ATT&CK techniques and combine 

those flows into patterns of 

behaviour.



Attack Flow
What it is?



Attack Flow – Tesla Kubernetes Breach



Approach to Flow Building

1. Find appropriate CTI reporting.

2. Annotate the report with TTPs.

3. Create the actions in the flow based on the TTPs.

4. Add additional items for context: IOCs, Assets, etc.



Using Attack Flow for CTI



Explaining the ToolShell Vulnerability (Timeline: 

July 2025) using Attack Flow

akamai.com/blog/security - research/.. unit42.paloaltonetworks.com/.. varonis.com /blog/..



attack.mitre.org /tactics/..

Browser Extension







Detection Pipelines

Create 
Flow

CTI
ωIngest

ωParse
JSON

Deploy 
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Detections

Check 
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Using Attack Flow for Investigations







Components of Attack Flow 

Attack Flow Library

• A collection of example flows

• Used for learning about attacks and/or data mining

Documentation

• User-friendly learning curve

• Easy access to the builder & flow library

Machine-Readable Format

• Based on STIX 2.1

• Interoperability between vendors

Visualisation

•Tools for visualising flows for different audiences and purposes

Attack Flow Builder Tool

• Web-based tool for creating, editing and presenting flows

• Easily publish & share



Component 1 - Attack Flow Builder Tool

•Open-source, web-based tool.

•Similar to Visio: create nodes 

(boxes) and connect with edges 

(lines).

•Create, edit, export and present 

flows.

•Private: flow data stays in the 

browser. CTID does not collect or 

share it.

•Can be hosted on-premise for 

additional privacy & assurance.





STIX Domain Objects (SDO)

STIX Cyber Observable (SCO)

Attack Flow Block



Component 2 - Attack Flow Library

•A collection of example flows, based 

mostly on real-world CTI.

•Each example contains references to 

source material

•Open each example in Attack Flow 

Builder (.afb) or download as image 

(.png)



Component 3 –

Visualisation

•Extract data from an Attack Flow and 

generate insight by visualising it in new 

ways

• Automatically generate TTP tables or 

timeline views –a huge time saver.



Visualisation
.afb

.json

.png

.dot

.mmd

Attack Flow

STIX

Portable Network Graphic

GraphViz

Mermaid.js



Visualisation

•Attack Flow is inherently 

visual –but it is a single 

mode of visualisation.

•This might be limiting for 

certain audiences or 

purposes.

•Flow Visualisation means to 

represent existing flows in 

new ways



Visualisation

Save time through Automation

•Automate artifacts that are 

currently made by hand (or 

not at all)

Generate insights

•View data in new ways, or 

mashed up with other data 

sources

•Derive new insights



ATT&CK Navigator

Timeline View Matrix View
Treemap View

Tactic Table



Component 4 –

Documentation

•A complete guide to learning 

Attack Flow, starting from the 

ground up

• Links to builder tool and 

visualisations

•Usage guides for applying Attack 

Flow to specific job roles



Impact

Help defenders and leaders 

understand how adversaries 

operate and compose atomic 

techniques into attacks to better 

understand defensive posture



Attack Flow
Why it matters?



Less Ambiguous

•Prose reports contain significant ambiguity, 

especially around the order of events, 

dependencies and confidence levels.

• Attack Flow clarifies how an adversary 

works through a sequence of behaviours to 

reach their desired impact.

•Models how adversaries handle failure and 

recovery.



Visualise & Present

•Visualise attack paths and 

chokepoints.

•High quality presentations for a 

variety of audiences, including 

execs.

•Combine with other data to 

generate insights.



Increase Automation

•Machine readable format is 

compatible with STIX; import & 

export IOCs easily

• Visualisation tools automatically 

create artifacts such as TTP tables 

or attack timelines

•Open source: coders can build 

custom tooling



Who is it for?

•Cyber Threat Intelligence Analysts

o Use Attack Flow to augment CTI reporting.

o Automatically generate generating artifacts, example –export STIX IOCs, generate timeline view, 

create TTP table, etc.

• Incident Response

o Use Attack Flow to document incident investigations as they develop.

o Confidence and notes feature to highlight what’s known vs. unknown and where to focus next.

•Red Team

o Plan Red Team scenarios based on known threat actors; start at high level and work down to 

procedure level.

o Record execution notes and use the flow to debrief Blue Team.



Resources

• Learn more about MITRE –

• https://www.mitre.org/focus-areas/cybersecurity

•MITRE ATT&CK® Framework –

• https://attack.mitre.org

• Know more about MITRE CTID –

• https://ctid.mitre.org

•Project Website -

•https://center-for-threat-informed-defense.github.io/attack-flow/



Next Steps

•Visit the Project Website –

•https://center-for-threat-informed-defense.github.io/attack-flow/

•Shortlink -> ctid.io/flow

•Open an existing flow and learn about a published breach

•Find an open-source CTI report and try build your own flow for it

•https://github.com/center-for-threat-informed-defense/attack-flow



Questions?



Thank You
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