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About me

Senior Security Solution Architect — APAC, Splunk a Cisco Company
* Previously worked at — Cisco, Rapid7, McAfee

* Current Specialisation — Threat Detection / Hunting / Intelligence, Security Automation, Machine
Learning

* Previous experience — Network Security, Blue Teaming, Malware Engineering
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» Certifications — ISC2, Splunk, Cisco, EC-Council, ISO, etc.

* Publications — IEEE, TechRepublic, Enterprise Executive, US Cybersecurity Magazine, Australian
Security Magazine
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Problem

Defenders often track adversary
behaviours atomically, focusing on
one specific action at a time. This

makes it harder to understand
adversary attacks and to build
effective defences against those
attacks



Example - Cryptojacking

Tesla cloud systems exploited by hackers
to mine cryptocurrency

Updated: Researchers have discovered that Tesla's AWS
cloud systems were compromised for the purpose of
cryptojacking.
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Massive TransUnion
breach leaks personal
data of 4.4 million
customers - what to do

Tesla's cloud environment has been exploited by threat actors to mine
cryptocurrencies, researchers have discovered.

On Tuesday, cloud security firm
RedLock released the firm's 2018

Cloud Security Trends report which { secwity




Atomic attacks & mitigation

“sysmon” EventCode=10 TargetImage=*1sass.exe (GrantedAccess=0x1010 OR GrantedAccess=0x1410)

| stats count min(_time) as firstTime max(_time) as lastTime by CallTrace EventID GrantedAccess Guid
Opcode ProcessID SecurityID SourceImage SourceProcessGUID SourceProcessId TargetImage TargetProcessGUIL
TargetProcessId UserID dest granted access parent process _exec parent process guid parent process_ id
parent_process name parent_process path process _exec process _guid process _id process name process path
signature signature_id user_id vendor_product

| “security content_ctime(firstTime)"

| “security content_ctime(lastTime)"

| ~detect_credential dumping through lsass access_filter"

index=windows OR index=wineventlog sourcetype=wineventlog
dedup EventCode

rex field=EventCodeDescription (?<account_desc>account)

where EventCodeDescription NOT null AND account_desc NOT null
table time dest nt domain dest nt host src _user EventCode

EventCodeDescription
rename dest nt domain AS Domain dest nt host AS Host src_user AS User




Realism — Why Attack Flows are important

A single block IS NOT a stopped attack

Attackers persist and try to find other avenues of attack



Alert Fatigue

Too many alerts = alert fatigue
Too many alerts = too much information to parse through

Alert fatigue = relevant information gets ignored



Describing/Mapping adversary behaviour

Atomic Behaviours



Describing/Mapping adversary behaviour

Atomic Behaviours Sequenced Behaviours



Solution

Create a language, and associated
tooling, to describe flows of
AT T&CK techniques and combine
those flows into patterns of
behaviour.



Attack Flow

What it is?



Attack Flow — Tesla Kubernetes Breach

ACTION
Server

TACTIC
[EMT] TAQO42 Resource Development

TECHMIGUE
[EMT] T1583.004 Server

DESCRIFTION
The adversary sets up server|s] torun a
cryptomining pool.

de

TECHMIQUE
[EMT] T1080 Proxy

DESCRIFTION
The adwversary proxies their mining pool
through Cloudflare CDM.

INFRASTRUCTURE
Unlisted mining pool

DESCRIPTION
The mining pool is "unlisted" and runs on a
non=standard port to evade common
blocklists.

INFRASTRUCTURE TYRES
unknown

ACTION
Non-Standard Port

TACTIC
[EMT] TADOT Command and Control

TECHNIGUE
[EMT] T1571 Mon-Standard Port

DESCRIPTION
The adversary proxies their mining pool
throwgh Cloudflare COM.

ACTION

Resource Highjacking

TACTIC

[EMT] TAOD4D Impact

TECHMIGUE

[EMT] T1496 Resource Hijacking

DESCRIFTION

The adversary runs cryptomining software in
the container, configured to use their privata

mining pool.

CONDITION

Tesla's Kubernetes dashboard is
exposed to the public internet with
no password required for access.

Trua Falze

ACTION
External Remote Services

TACTIC
[EMT] TADOO Initial Access

TECHNIGUE
[EMT] T1133 External Remate Services

DESCRIPTION
The adversary logs into the Kubernetes
console.

ACTION
Deploy Container

ACTION
Unsecured Credentials

TRCTIC

[EMT] TAQOO2 Execution TACTIC

[ENT] TACCOE Credential Access
TECHMIGUE

[EMT] T1610 Deploy Container e

[ENT] T1552 Unsecured Cradentials
DESCRIFTION

- DESGRIPTION
The adversary deploys a new container on

The adversary can view plaintext AWS keys

the Kubernates cluster. :
in the Kubernates console.

ACTION
Cloud Accounts

TACTIC
[ENT] TAOOD4 Privilege Escalation

TECHMIGUE
[ENT] T1078.004 Cloud Accounts

DESCRIPTION
The adwversary authenticates to AWS 53
using the discoverad credentials.

ACTION
Data from Cloud Storage

TACTIC

[ENT] TADDOD Collection

TECHNIUE

[EMT] T1530 Data from Cloud Storage
DESCRIPTION

The adwersary can access data in private 53
buckets.

ROTE
Speculation

COMTENT
The authors of this post provided
speculation about what the attackers could
have done with the leaked credentials, but
there is no evidence the adversaries even
knew about the credentials.

ks ks




Approach to Flow Building

1. Find appropriate CTI reporting.
2. Annotate the report with TTPs.
3. Create the actions in the flow based on the TTPs.

4. Add additional items for context: |IOCs, Assets, etc.



Using Attack Flow for CTI



Explaining the ToolShell Vulnerability (Timeline:
July 2025) using Attack Flow

2z akamai.com/blog/security-researchfsharepoint-vulnerability-rce-active-exploitation-detections-mitigations

Executive summary

On July 19, 2025, Microsoft disclosed CVE-2025-53770, a critical vulnerability in the
ToolPane.aspx component of on-premises Microsoft SharePoint Servers. This
vulnerability can allow an unauthenticated attacker to achieve unauthenticated remote
code execution (RCE) through improper filtering of HTTP request headers.

According to our data, more than 20% of observed environments are exposed to the
SharePoint vulnerability.

Akamai is a Microsoft Active Protections Program (MAPP) partner, which allows us to
deploy expedited protections for customers.

In this blog post, the Akamai Security Intelligence Group (SIG) provides an in-depth look
at the vulnerability, the observed exploitation techniques, and our detection and
mitigation strategies, including an Akamai Guardicore Segmentation Insight query.

An Akamai Adaptive Security Engine Rapid Rule is automatically providing protection for
Akamai App & APl Protector customers.

Akamai Guardicore Segmentation and Akamai Hunt customers who were affected have
already received detailed mapping of vulnerable assets.

Akamai Enterprise Application Access customers can leverage Zero Trust Network
Access (ZTNA) policies to significantly reduce their organization's exposed attack
surface — and seamlessly block potential exploitation attempts against SharePoint.

Jump to exploitation details

Introduction

On July 19, 2025, an RCE vulnerability — dubbed ToolShell after the component in which the
flaw lies — in on-prem instances of Microsoft SharePoint Server was made known (CVE-2025-
53770, CVSS 9.8). The root cause is a combination of two bugs: an authentication bypass

akamai.com/blog/security-research/..

¢ 2 unitd2.paloaltonetworks.com/microsoft-sharepoint-cve-2025-49704-cve-2025-49706-cve-2025-53770/

Executive Summary

l{,paloa_]!g ffUNIT a2

Update July 31,2025
THREAT RESEARCH CENTER

An investigation into ToolShell exploitation revealed the deployment of 4L4MD4R Defen d Wlth
ransomware, a variant of the open-source Mauri87o ransomware. . :
intelligence.

R , ~ rom 9a9e invplving - . Dywe R I
A failed exploitation attempt on July 27, 2025, involving an encoded PowerShell command, led The latest reports, trends and

expert insights delivered
directly to you . {

SUBSCRIBE NOW

to the discovery of a loader designed to download and execute the ransomware from

The PowerShell command attempted to disable real-time monitoring and bypass certificate
validation. Full details are in the Scope of Attack section.
TABLE OF CONTENT
Update July 29, 2025
Executive Summary
Unit 42 telemetry captured CV 3770 exploitation attempts from July

UTC, through July 22 iginating from threat activity tracked as CL-CRI-1040. Detalk of the Vulnerabiltie

_ Current Scope of the Attac
Pre-exploitation vulnerability testing of SharePoint servers by CL-CRI-1040 [P addresses was Using CVE-2025-49706,C

observed starting July 1 _. A static targeting list of SharePoint servers is 2025-49704, GVE-2025-5
indicated by the exploitation attempt patterns. and CVE-2025-53771

Update July 31, 2025 - Explo
of ToolShell for Ransomware

One of the IP addr xploiting CVE as part of CL-CRI-1040 overlaps with the

Storm-2603 cluster discussed by Microsoft. We are currently researching this cluster to gain

further insight into the actors involved. Update July 29, 2025 - Over
Activity With Storm-2603

Unit 42 is tracking high-impact, ongoing threat activity targeting self-hosted Microsoft Initial Reconnaissance
SharePoint servers. While Saa$ environments remain unaffected, sel-hosted SharePoint e

Payloads Delivered
deployments — particularly within government, schools, healthcare (including hospitals) and

large enterprise companies — are at immediate risk.

unit42.paloaltonetworks.com/..

C 2% varonis.com/blog/toolshell-sharepoint-rce

W\ varonis

Blog Threat Research

ToolShell: A SharePoint RCE chain actively
exploited

ToolShell is a critical SharePoint RCE exploit chain. Learn how it works, who's at risk, and how

to protect your environment before it’s too late.

. Varonis Threat Labs 4 min read Last updated July

TOOLSHELL: ASHAREPOINT RCE
CHAINACTIVELY EXPLOITED

A critical SharePoint vulnerability chain—now being actively exploited in the wild—is giving

varonis.com/blog/..



attack.mitre.orgftacticsf/enterprisef ) o Work

Matrices ~ Tactics - Technigues ~ Defenses - CTl ~ Resources ~

h ' ATT&CK enter for Threa
bearc Powered Sun MITRE fﬂ?:}«z?'wtf [)r:frr\',‘('

TACTICS v

Home > Tactics > Enterprise

Enterprise tactics

Tactics represent the "why" of an ATT&CK technique or sub-technique. It is the adversary's tactical goal: the
reason for performing an action. For example, an adversary may want to achieve credential access.

o = ~eranl myjtre.org/tactics/TA000/

go back, hold to see history

Matrices ~  Tactics *  Techniques ~ Defenses ~

MITRE | ATT&CK' o 80y

Enterprise
Tactics: 14

wonnques
ID Name Description
TA0043 Reconnaissance The adversary is trying to gather information they can use to plan future operations.

Initial Access

The adversary is trying to get into your network.

TA0042 Resource Development The adversary is trying to establish resources they can use to support operations.

TAO0001 Initial Access The adversary is trying to get into your network.
ID: TADOOT

Initial Access consists of technigues that use various entry vectors to gain their initial Created: 17 October 2018

M 71190 : Exploit Public - Facing Application Enterprise | technique |

may attempt to oxy i & weaxness inan intemel-1a ] NOSL Of

TA0002 Execution The adversary is trying to run malicious code.

foothold within a network. Technigues used to gain a foothold include targeted Last Modified: 25 April 2025

¥y access a network. The weakness in the systen n be a

TAO003 | Persistence The adversary is trying to maintain their foothold. o . ) .
spearphishing and exploiting weaknesses on public-facing web servers. Footholds

a lemporary giice 8 misconhquration

TA0O004 | Privilege Escalation The adversary is trying to gain higher-level permissions. gained through initial access may allow for continued access, like valid accounts and Version Permalink

use of external remote services, or may be limited-use due to changing passwords. a
ations are oner gDsies/'weD servers, but ca

, Standard se es (like SMB or SSH)

Techniques

Name Description

Content Injection Adversaries may gain access and continuously communicate with victims by injecting
malicious content into systems through online network traffic. Rather than luring victims t Browser Extension
malicious payloads hosted on a compromised website (i.e., Drive-by Target followed b
by Compromise), adversaries may initially access victims through compromised data-tran
channels where they can manipulate traffic and/or inject their own content. These
compromised online network channels may also be used to deliver additional payloads (i.¢
) and other data to already compromised systems.

Adversaries may gain access to a system through a user visiting a website over the norms
Compromise course of browsing. Multiple ways of delivering exploit code to a browser exist (i.e., Drive
Target), including:

T1190 Exploit Public Adversaries may attempt to exploit a weakness in an Internet-facing host or system to init
Facing Application = access a network. The weakness in the system can be a software bug, a temporary glitch,
misconfiguration.

attack.mitre.org/tactics/..



Sharepoint Exploit Flow

Sharepoint Exploit Flow

Exploiting the authentication bypass (CVE- 5-497086)

Exploiting the desenalization vulnerability (CVE-2025-49704)

) g Al ‘" i g ) rel 1 0 " 1 » "
Y ) i v \ . i

Akamai Variant:

In observed attacks, attackers deployed a malicious second-stage ASPX file designed to extract cryptographic

keys that are signed (MachineKey) from web.config (which the server trusts), enabling stealthier follow-up

explontation {

Indicators of compromise




o -
Manipulated Referer Header

CONTENT
Referer: /_layouts/SignOut.aspx

ACTION

Exploit Public-Facing Application

TACTIC
[ENT] TAGOO1 Initial Access.

TECHNIQUE
[ENT] T1190 Expiloit Public-Facing
Application
DESCRIPTION

use an bypass

in
(on-prem) to send a specially crafted HTTP
request with a manipulated Referer header to
the ToolPane endpoint.

VULMERABILITY

CVE-2025-49706

DESCRIPTION

in M Office

allows an

to perform spoofing over a network.

ACTION

Exploit Public-Facing Application

TACTIC
[ENT] TAQQO1 Initial Access

TECHNIGUE

[ENT] T1190 Exploit Public-Facing
Application

DESCRIPTION

The same HTTP request also contains an
exploit for a deserialization vulnerability that
allows remote code execution.

URL

VALUE

[layouts/15/ToolPane.aspx7DisplayMode=E

dit&a=/ToolPane.aspx

ACTION

TACTIC

[ENT] TAODO2 Execution
TECHNIQUE

[ENT] T1059.001 PowerShell

DESCRIPTION
The deserialization exploit leads to execution
of a powershell payload.

J L

VULNERABILITY

CVE-2025-49704

DESCRIPTION

Improper control of generation of code
{'code injection’) in Microsoft Office
SharePoint allows an authorized attacker to
execute code over a network.

NOTE
Akamai / Unit 42 Variant 2

CONTENT

This attack path shows the post-exploitation
behavior cbserved in the Akamai report.
(Unit 42 published nearly identical
intelligence that they called "Variation 2"}

FILE
\PROGRA~1\COMMON~T\MICROS
~1\WEBSER~1T\15\TEMPLATE\LAY
OUTS\spinstall0.aspx

FILE
\PROGRA~1\COMMON~T\MICROS
~1\WEBSER~1\16\TEMPLATE\LAY

FILE
ACTION spinstall0.aspx ‘
‘Web Shell
TACTIC
[ENT] TAODO2 Persistence IPV4_ADDR ACTION
TECHNIQUE e NOTE Files or
[ENT] T1505.003 Web Shell e Teintr Unit42 Variant 3 e
DESCRIPTION ACTION [ENT] TACDOS Defense Evasion
The attackers deploy an ASPX web shell that Automated Collection Sonment
is capable of extracting cryptographic IPV4_ADDR This attack path shows the post-exploitation TECHNIQUE
signing keys. MNOTE behavior observed in the Unit 42 report [ENT] T1027 Obfuscated Files or Information
Unit42 Variant 1 LD labeled "Variation 3"
MARARE [ENT] TAODO® Collection S
104.238.159.149 The Powershell payload is base64 encoded.
CONTENT " TecHNiQUE
B This attack path shows the post-exploitation [ENT] T1118 Automated Collection
IPV4_ADDR behavior observed in the Unit 42 report
labeled “Variation 1% DEscRETION
The payload iterates over the webroot
VALUE recursively looking for web.config files and
ACTION 96.9125147 extracting their contents.
Reflective Code Loading
TACTIC LR
[ENT] TAOOOS Defense Evasion vaLue e
TECHNIQUE dynastyjusticacollective site TACTIC
[ENT] T1620 Reflactive Code Loading (ENT] TAODOS Defense Evasion
DESCRIETHON ACTION TECHNIQUE
The web shell uses reflection to access the Local Data Stag [ENT] T1620 Reflactive Code Loading
web configuration from memory. ing
DESCRIPTION
TACTIC FILE The web shell uses reflection to access the
[ENT] TACDOS Collection \PROGRA~T\COMMON~T\MICROS web configuration from memory.
—
TECHNIQUE ~1\WEBSER~1\16\TEMPLATE\LAY
[ENT] T1074.001 Local Data Staging OUTS\debug_dev.js
frer) DESCRIPTION
I 1 Credential The contents of web.config files are staged
in a new file called debug_dev.js. ACTION
Unsecured Credentials
TACTIC
[ENT] TAOOOE Credential Access S
TECHNIQUE [ENT] TACOO6 Credential Access
[ENT] T1552 Unsecured Credentials
TECHNIQUE
DESCRIPTION [ENT] T1552 Unsecured Credentials
The web shell extracts the MachinekKey from ACTION DESCRIPTION
2 Exfiltration Over C2 nel .
i Chan The web shell extracts the MachineKey from
memory.
TACTIC
[ENT] TAQO10 Exfiltration
TECHNIQUE
[ENT] T1041 Exfiltration Over C2 Channel
DESCRIPTION P
ACTION The adversary exfiltrates the staged data Exfiltration O c2 1
Exfiltration Over C2 Channel over HTTP. S
. CONFIDENCE TACTIC
[ENT] TADOO Exfiltration e ISR I T =
Pe——— TECHNIQUE
[ENT] T1041 Exfiltration Over C2 Channel [ENT] T1041 Exfiltration Over C2 Channel
T pescar o e
;"r::::f:::ﬁ::'::::' L through the the web shell.
L 4
ACTION
ViewState Persistence NOTE
Ysoserial
TACTIC
[ENT] TAODO3 Persistence =y
————

DESCRIPTION

The attacker uses the stolen MachineKey to
forge the ASP.NET VIEWSTATE, which allows
code execution even after the CVEs are
patched and the web shells are removed.

For example, ysoserial is an open source tool
that forges ViewState cookies given a
MachineKey:

https:

al.net

00



Detection Pipelines

Executive summary

aspxcom f Micr ervers. This
vulnerability can allow an unauthenticated attacker to achieve unauthenticated remote
‘code execution (RCE) through improper ftering of HTTP reque

910 our data, more than

SharePoint vulnerability.

Deploy
missing
Detections

W varonis

ToolShell: A SharePoint RCE chain actively
exploited
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Using Attack Flow for Investigations
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USER_ACCDUNT

fyodor-1

LFSER HAME
Fyador L

ADEDUNT LOGIN
fycdonfisplunktshirlcampany.com
ADCDUNT TYRE

AD Ugar

15 SERVICE ROCOURT
Falze

15 PRVILEGED
Falze

CAM ESCALATE PRIV
Falze

1% HE& BLED
Falsa

IF¥4_ADDR

VALUE
1011.348.2

CESCHIFTION

Corporate Assel

ALTION
Excessive Failed Logins

TG TG
[EMNT] T&0O0E Credential Accass

TESHHILE
[ENT] T1110.001 Passward Guessing

CESCHIFTION
Multiple faied lagin attempls detacted for
user account

COKFIDENEE
Cortain

ACTION
2d4-howur Risk Threshold Exceeded

CEECAIFTION
Baseline Risk Threshold far Systems
Exceeded

CAMFIDEMCE
Cartain

FILE
hdoor.exe

HASHES
SEGEFSEF4DEEEADDS4E163ACIICEESDT,
402518905 8EE049FFAEDASS DA CIFEROFR
ABSETIFDIASSBCANENRTIFMEFTITC

F

|IP‘IM_AM

WALLIE
43 230.F11.75

"

URL

WALUE
http: 4 2. 230 211 75583231

'

T

Baset&d Encoded

TRETHS
LEMT] TAJ1T Command and Candrol

TECHMILE
[EWNT] T1132001 Standard Encoding

DESERIFTION
Obfuscated files

CONFIDEMCE
Certain
L
AETION
Malicious Powershell Frocess
TRCTIC

[EMT] TAO002 Execution

TECHMIGUE
[EMT] T1058.001 FowerShell

DESCRPTION
Encoded Powershell Process eseculed on
Assel

CORFIDENGE
Cartain

ACTION
Unusual Volume of Hetwork
Activity

e
|ERT] T3l Exfiltration

TECHHIDLE
|[ERT] TH034 Data Transler Size Limits

S R P TION
Large amount of data uploaded to an
axternal IP address

COMFIDEMCE
Certain

IFY4_ADDR

WRLUE

USER_ACCDUNT

fyodor-I

USER HAME
Fyodar L

ACTOUNT LOGH
fyodonfisplunktshirtcompany.com

ACCOUNT TYPE
AD Ugar

I3 SERVICE ASCOUHT
Falza

1T PEWVILEGED
Falsa

CAM ESCALATE PRIVE
Fals=

1% HERELED
Faisa

EMAIL_ADDRESS
UALLE
Fyodar

DISPLAY MAME
Fyadonfsplunktshirtcompany.com

5423094758



Components of Attack Flow

Attack Flow Library

Attack Flow Builder Tool

* A collection of example flows

« Web-based tool f ting, editi d ting fl . ..
SR-DAsEU TOOTIOT CTEatng, Sdling ant presenting Hows « Used for learning about attacks and/or data mining

« Easily publish & share

Machine-Readable Format

« Basedon STIX 2.1
* Interoperability between vendors

Documentation

Visualisation

« User-friendly learning curve

« Tools for visualising flows for different audiences and purposes _ _
« FEasy access to the builder & flow library



Component 1 - Attack Flow Builder Tool

M File Edit View Help

v PROPERTIES

Name

Open-source, web-based tool.

LA Description
Deobfuscate/Decode Files or '

Information Malware family targeting energy,
government, and telecom in the middle east

and europe.
TACTIC

[ENT] TA0OOS Defense Evasion Author

TECHNIQUE

Similar to Visio: create nodes
(boxes) and connect with edges

DESCRIFTION NEEE

b Lauren Parker

Shamoon dropper decrypts several strings in

n
( I I n e S ) memory External References
L}

+ McAfee

+ MBC

ACTION Add
System Information Discovery

Create, edit, export and present

fI OWS [ENT] TAOOO7 Discovery
L] Australia/Melbourne

TECHNIQUE
[ENT] T1082 System Information Discovery

DESCRIFTION
Shamoon gathers information on the System
and determines whether to drop the 32-hit

Private: flow data stays in the
browser. CTID does not collect or

share It.

FILE
key8854321.pub

SIZE
782

Can be hosted on-premise for
additional privacy & assurance.

DIRECTORY

c:\Windows\Temp\key8854321.p
ub

0 Selected

ACTION
Ingress Tool Transfer

TACTIC
[ENT] TADO11 Command and Control

TECHNIQUE
[ENT] T1105 Ingress Tool Transfer

DESCRIPTION
Shamoon drops a file key8854321.pub Into
the folder c:\Windows\Templ\key8854321.pub

ACTION
Deobfuscate/Decode Files or

o FILE
Information

mdmnis5tQ1.pnf

TACTIC
[ENT] TAOODS Defense Evasion

TECHNIQUE
[ENT] T1140 Deobfuscate/Decode Files or

Information
FILE

Lz averbh_noav.pnf
Shamoon dropper decrypts 2 files for later
use

DIRECTORY
C:\Windows\infimdmnis5tQ1.pnf

¥ PROBLEMS

DIRECTORY
C:\Windows\inf\averbh_noav.pnf




lM File Edit View Help l

v PROPERTIES

Name

CISA AA22-138B VMWare Workspace (Alt)

ACTION
Indicator Removal

Description

TACTIC
[ENT] TAOOO5 Defense Evasion FILE

2
TECHNIQUE fd86ald0.pem
[ENT] T1070 Indicator Removal

Alternative method used to exploit VMWare
Workspace ONE Access

Author

DESCRIPTION
publishCaCert.hzn overwritten with
fd86ald0.pem

» Lauren Parker

Scope

Incident

ACTION
Archive via Utility

External References

» CISA

TACTIC
[ENT] TAO009 Collection

TECHNIQUE DIRECTORY v PROBLEMS
[ENT] T1560.001 Archive via Utility > |opt/lvmware/horizon/workspace/
webapps/SAAS/horizon/images/

ekl DESCRIPTION

TAR script compresses files containing network
interface configurations, users, passwords,

DESCRIPTION masterkeys, hosts, and domains to a TAR

linux archive utility archive, located in a VMWare Workspace

ONE Access directory

0 Selected v Valid Attack Flo J
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Component 2 - Attack Flow Library

ATTACK FLOW v3.0.0 MITRE | Senter for Threat |

Docs > Example Flows {it Light mode
Q, Search docs

* A collection of example flows, based
mostly on real-world CTI. I Example Flows

Example Flows List of Examples
. The Attack Flow project includes a corpus of example flows that may be useful for learning Formats
Bullder about Attack Flow, studying high-profile breaches, or mining the data for statistical patterns.
Training You can download the entire corpus from the Attack Flow release page, or you can view
I i individual fl thi )
 Each example contains references to e T
source material List of Examples

Developers

Black Basta Ransomware

Author: Lauren Parker

- O pe n e a C h exa m p I e i n Atta C k F IOW Description: Black Basta is a RaaS (Ransomware as a Service), written in C++, that has

been in development since February 2022 and in active use since April 2022. Operators
B u i I d e r ( afb) O r d Own I Oad a S i m ag e using Black Basta employ a double-extortion technique where they encrypt files on the
] target systems and demand payment for the decryption key while also threatening to leak
the information if they are not paid.

( - p n g ) Open: Attack Flow Builder

Download: Attack Flow | STIX | GraphViz (PNG) | Mermaid

CISA AA22-138B VMWare Workspace (Alt)
Author: Lauren Parker
Description: Alternative method used to exploit VMWare Workspace ONE Access

Open: Attack Flow Builder

Download: Attack Flow | STIX | GraphViz (PNG) | Mermaid

CISA AA22-138B VMWare Workspace (TA1)
Author: Lauren Parker

Description: Threat Actor 1 exploited VMWare Workspace ONE Access through various
methods

Open: Attack Flow Builder

Downioad: Attack Flow | STIX | GraphViz (PNG) | Mermaid




C om p one nt 3 - ATTACK FLOW v MITRE | giieges
Vi s u a I is ati O n 2\ B Visualization Visualization

Attack Flow offers several tools for visualizing sequences of behaviors. The Attack Flow ATT&CK Navigator
Builder is a great option, offers easy navigation of large flows, and exports to PNG format. Tactic Table
Overview Matrix View
Introduction ks : Timeline View
» Extract data from an Attack Flow and Evampe Fiows —
. . . . iy o Builder - :
generate insight by visualising it in new
Usage Guides
ways »
y Visualization ATT&CK Navigator Tactic Table Matrix View

Language

Developers

* Automatically generate TTP tables or all i
timeline views — a huge time saver.

Timeline View Treemap View

ATT&CK Navigator

With this visualization, you can visualize an Attack Flow drawn on top of an ATT&CK
Navigator matrix. First, choose a Navigator base layer or supply your own. Then upload an
Attack Flow. Finally, preview and download the resulting visualization.

Try out the Navigator Visualization [




Visualisation
Attack Flow
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Visualisation

» Attack Flow is inherently
visual — but it Is a single
mode of visualisation.

* This might be limiting for
certain audiences or
purposes.

* Flow Visualisation means to
represent existing flows in
Nnew ways




Visualisation

Save time through Automation

» Automate artifacts that are
currently made by hand (or
not at all)

Generate insights
* View data in new ways, or
mashed up with other data
sources
* Derive new Insights
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C o m p o n e nt 4 __ ATTACK FLOW v3.0.0 T
Documentation -

Overview

Introduction Dver’"ew Overview

Example Flows Intreduction

Builder Who is Attack Flow For?

° A com p Iete g u Id e to Iea 'n I n g Training Defenders think in lists. Attackers think in graphs. As long as this Use Cases
Attack Flow, starting from the & rue, efackers wilwin N

Visualization —John Lambert, April 26, 2015

g rou n d U p Language

Developers

Introduction
= = The Attack Flow project helps defenders move from tracking individual adversary behaviors
¢ L I n kS tO b u I I d e r tOOI a n d to tracking the sequences of behaviors that adversaries employ to move towards their

. . . goals. By looking at combinations of behaviors, defenders learn the relationships between
VI S u a | I S atl O n S them: how some techniques set up other techniques, or how adversaries handles
uncertainty and recover from failure. The project supports a wide variety of use cases: from
blue team to red team, from manual analysis to autonomous response, and from front-line
worker to the C-suite. Attack Flow provides a common language and toolset for describing
complex, adversarial behavior.

« Usage guides for applying Attack
Flow to specific job roles Who is Atack Flow For?

This project is targeted at any cyber security professional seeking to understand how
adversaries operate, the impact on their organization, and how to most effectively improve
their defensive posture to address those threats. Threat intelligence analysts, security
operations, incident response teams, red team members, and risk assessors are some of
the groups that can benefit from Attack Flow. This specification facilitates sharing of threat
intelligence, communicating about risks, modeling efficacy of security controls, and more.
The project includes tools to visualize attacks for the benefit of low-level analysis as well as
communicating high-level principles to management.

Use Cases

Attack Flow is designed to support many different use cases.

Threat Intelligence

CTI analysts can use Attack Flow to create highly detailed, behavior-based threat
intelligence products. The langauge is machine-readable to provide for interoperability
across organizations and commercial tools. Users can track adversary behavior at the
incident level, campaign level, or threat actor level. Instead of focusing on indicators of
compromise (IOCs), which are notoriously inexpensive for the adversary to change, Attack




Impact

Help defenders and leaders
understand how adversaries
operate and compose atomic
techniques into attacks to better
understand defensive posture



Attack Flow

Why it matters?



Less Ambiguous

* Prose reports contain significant ambiguity,
especially around the order of events,
dependencies and confidence levels.

« Attack Flow clarifies how an adversary
works through a sequence of behaviours to
reach their desired impact.

* Models how adversaries handle failure and
recovery.

ACTION
Impair Defenses: Disable or Modify
System Firewall

TACTIC
[ENT] TAQOQS Defense Evasion

TECHNIQUE
[ENT] T1562.004 Disable or Modify System
Firewall

DESCRIPTION

Batch scripts, such as rdp.bat or SERVI.bat,
are used to modify the firewall to allow
remote administration and RDP.

CONFIDENCE
Certain

FILE

SERVI.bat




Visualise & Present

Resource Privilege Defense Credential

* Visualise attack paths and e R _Pesencscucueion B
chokepoints. — | w2 _

» High quality presentations for a
variety of audiences, including
execs.

« Combine with other data to
generate insights.




Increase Automation

"type'": "bundle",
"id": "bundle--bd17b78b-2ffd-45db-a4b®-d1104b95c2db",
"spec_version": "2.,1",
"created": '"2025-07-30T19:47:12.605Z",
"modified": "2025-07-30T19:47:12.605Z",
"objects": [
{
"type'": "extension-definition",
"id": "extension-definition--fb9c968a-745b-4ade-9b25-c324172197f4",
"spec_version": "2,1",
"created": "2022-08-02T19:34:35.1437",
"modified": "2022-08-02T19:34:35.143Z",
"name": "Attack Flow",
"description": "Extends STIX 2.1 with features to create Attack Flows.",
"created_by_ref": "identity--fb9c968a-745b-4ade-9b25-c324172197f4",
"schema": "https://center-for-threat-informed-defense.github.io/attack-flow/stix/attack-flow-schema-2.0.0.json",
"version": "2.0.0",
"extension_types": [
"new-sdo"
1,
"external_references": [
{
"source_name'": "Documentation",
"description": "Documentation for Attack Flow",
"url": "https://center-for-threat-informed-defense.github.io/attack-flow"
¥y
{

"source_name'": "GitHub",
"description": "Source code repository for Attack Flow",
"url": "https://github.com/center-for-threat-informed-defense/attack-flow"

LUo o ~E N o) BN W, B R VA S I
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* Machine readable format is
compatible with STIX; import &
export IOCs easily

NNNNMNNMNNNOMRERERERRRBERB
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* Visualisation tools automatically
create artifacts such as TTP tables
or attack timelines
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"type'": "didentity",

"id": "ddentity--fb9c968a-745b-4ade-9b25-c324172197f4",
"spec_version": "2.1",

"created": "2022-08-02T19:34:35.143Z",

"modified": "2022-08-02T19:34:35.143Z",

"created_by_ref": "didentity--fb9c968a-745b-4ade-9b25-c324172197f4",
"name'": "MITRE Center for Threat-Informed Defense",
"identity_class": "organization"

W
~l

* Open source: coders can build
custom tooling

b, bbb bR SLWW
oo b wWNRPFEOOO®E

"type'": "attack-flow",

"id": "attack-flow--042142d6-2080-4cld-8ef2-bad02c39db3b",
"spec_version": "2.1",

49 "created": "2024-06-19T15:45:49.090Z",

50 "modified": "2025-07-30T19:47:12.606Z",

il "extensions": {

552) "extension-definition--fb9c968a-745b-4ade-9b25-c324172197f4": {
53 "extension_type": "new-sdo"

54 }

55 1,

56 "created_by_ref": "didentity--0b55fa9f-cd34-442f-a59e-8dae3ffocoa7",
57 "start_refs'": [

58 "attack-action--a3679838-b02f-4c2b-a0b6-d3450ca2eldd"

5Q 1

ine 1, Column 1 — 1375 Lines

e
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Who is it for?

 Cyber Threat Intelligence Analysts
o Use Attack Flow to augment CTI reporting.
o Automatically generate generating artifacts, example — export STIX I0Cs, generate timeline view,
create TTP table, etc.

* |ncident Response
o Use Attack Flow to document incident investigations as they develop.
o Confidence and notes feature to highlight what’s known vs. unknown and where to focus next.

 Red Team
o Plan Red Team scenarios based on known threat actors; start at high level and work down to
procedure level.
o Record execution notes and use the flow to debrief Blue Team.




Resources

* Learn more about MITRE —
» https://www.mitre.org/focus-areas/cybersecurity

 MITRE ATT&CK® Framework —
» https://attack.mitre.org

* Know more about MITRE CTID —
» https://ctid.mitre.org

* Project Website -
 https://center-for-threat-informed-defense.github.io/attack-flow/



Next Steps

 Visit the Project Website —
 https://center-for-threat-informed-defense.github.io/attack-flow/
» Shortlink -> ctid.io/flow

* Open an existing flow and learn about a published breach

* Find an open-source CTI report and try build your own flow for it
 https://github.com/center-for-threat-informed-defense/attack-flow



Questions?



Thank You



	Welcome
	Slide 1: Flowcharts of doom: Mapping adversary behaviour like a threat artist
	Slide 2: Agenda

	About Me
	Slide 3: About me

	Before we begin
	Slide 4: About the project

	Intro / Problem
	Slide 5: Problem
	Slide 6: Example - Cryptojacking
	Slide 7: Atomic attacks & mitigation
	Slide 8: Realism – Why Attack Flows are important
	Slide 9: Alert Fatigue
	Slide 10: Describing/Mapping adversary behaviour 
	Slide 11: Describing/Mapping adversary behaviour 

	Solution
	Slide 12: Solution
	Slide 13: Attack Flow

	Attack Flow in action
	Slide 14: Attack Flow – Tesla Kubernetes Breach
	Slide 15: Approach to Flow Building
	Slide 16: Using Attack Flow for CTI
	Slide 17: Explaining the ToolShell Vulnerability (Timeline: July 2025) using Attack Flow
	Slide 18
	Slide 19
	Slide 20
	Slide 21: Detection Pipelines
	Slide 22: Using Attack Flow for Investigations
	Slide 23
	Slide 24

	Attack Flow Components
	Slide 25: Components of Attack Flow 
	Slide 26: Component 1 - Attack Flow Builder Tool
	Slide 27
	Slide 28
	Slide 29: Component 2 - Attack Flow Library
	Slide 30: Component 3 –  Visualisation
	Slide 31: Visualisation
	Slide 32: Visualisation
	Slide 33: Visualisation
	Slide 34
	Slide 35: Component 4 –  Documentation

	Impact Statement
	Slide 36: Impact
	Slide 37: Attack Flow
	Slide 38: Less Ambiguous
	Slide 39: Visualise & Present
	Slide 40: Increase Automation
	Slide 41: Who is it for?

	Outro
	Slide 42: Resources
	Slide 43: Next Steps
	Slide 44: Questions?
	Slide 45: Thank You


